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Influence of Human Factors on Information Security Measures Effectiveness under Ethic Issues

ABSTRACT
To study the influence of human factors on information security measures effectiveness under ethic issues and to study whether codes of ethics should be developed to ensure having information security measures in organizations. Also studied is the question of whether top-level managers should be involved in developing AITP and ACM –based codes of ethics. Eight hypotheses were developed to investigate the relationships between personal characteristics and ethical use and development of a code of ethics. The identified populations were the listed companies from the stock exchange. Descriptive statistics and a Chi-square test were used to analyze and evaluate data collected from questionnaires. All respondents were interested in the use and wanted to develop a code of ethics which would encourage people to have more ethics and strive to prevent unethical behavior from occurring in their organizations. Some respondents did not have enough ethical concepts, so they were not able to answer the questionnaires while others were encouraged not to respond to the questionnaires. The respondents better recognize how human ethical behavior affects information security measures and affects better use and development of a code of ethics. 
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INTRODUCTION

ENISA -The European Network and Information Security Agency in 2006

     Now, ENISA is conducting a study on the technical and organizational measures that  European electronic communication services providers (Internet Service Providers, ISPs) take in regards to IT security measures and countermeasures against spam (ENISA News, 08, June 2007). The work in 2006 will set the platform for the Agency’s efforts to create a culture of network and information security in the European Union, thus contributing to the smooth functioning of the Internal Market. 

      ENISA was created  as a part of the eEurope 2005 action plan and has been supported by the MODINIS work programme.  ENISA’s tasks shall mainly be focused on: Advertising and assisting the Commission and the Member States on network and information security and in their dialogue with industry to address security-related problems in hardware and software products;  Collecting and analyzing information on security incidents and emerging risks; Promoting risk assessment and risk management methods to enhance our capability to deal with network and information security threats; Awareness raising and cooperation between various actors in the network and information security field, notably by developing public-private partnerships.

      ENISA will develop and refine its security policies, update website, provide specific information packages  and knowledgebase for  SMEs, analyze the major technical developments in the field of network and information security technologies in relation with standardization, disseminate CD-ROM with information on best practices customised to Member States, establish and functioning network of national liaison officers ensuring rapid information exchange between Member State and ENISA, collect existing materials on the promotion of network and information security and see how they can be applied in the EU/international fora (ENISA Draft final work  programme 2006). 

      The Human Aspects of Computers - In the Age of the Smart Machine: The Future of Work and Power by Shoshana Zuboff. A Harvard social scientist documents the pitfalls and promise of computerized technology in business life, warning that advanced information technologies present us with a fateful choice-to continue automation at the risk of robbing workers of gratification and self-image, or to “informate” and empower ordinary working people to make critical and collaborative judgments. (Book description).

      Zuboff asserts that the computer is paving the way for a redistribution of authority in the workplace. “Geared to managers and information-systems experts, her findings, though ponderously written, will be of value to those who want to get the most knowledge and power from computerization,” (said PW). 

      Zuboff does speak to the increasing computerization of the workplace, it does so in an historical context regarding how power has been and might be distributed between worker and manager. Automation is the effort to remove human skill from work, making humans the servants of the “smart machine.”  Informating is the way in which the computer can potentially change the workplace by distributing “management information” and power to the workers, making them co-equal partners in the enterprise. Zuboff suggests we still have a choice about which way to go, despite our self-protective impulses. (Reviewer: A Reader).  

       Management, management Information, and accounting information system users and professionals have a central role in technology development.  They determine how technology will be used in organizations, and how it affects clients and society. Since most companies now use many information technologies and the adoption and use of IT has increased, the reported incidence of unethical use of computers has also rapidly increased (Conger and Loch, 1995).  

     The failure in implementing and using IT occur, such as website outage, financial statement system errors, loss from lack of customer experience on the web, excessive amounts of money spent on web, etc. (AAA IS Midyear Conference, Research in AIS Security, January 6, 2006, 1600). In addition, IT used by management and users in all functional areas has resulted in a variety of security problems for organizations and society. Issues such as software piracy, virus development, and illegal system accesses that were once viewed as an annoyance are now considered major problems for organizations (Gattiker and Kelly, 1999).

      However, most instances of computer abuse receive little, if any attention from the media (Straub and Nance, 1990). Moreover, it is estimated that 50 to 90 percent of the companies in the U.S.A. experience significant financial losses each year from computer abuse (Pracht, 2000).      Estimates of the annual cost of computer crimes are in the billions (Kreie and Cronan, 1999).       In addition, public concern about invasion of piracy by computer technologies and misuse of data files are at an all time high (Pierce and Henry, 2000). From these problems listed above, many risks have occurred such as loss or destruction of confidential information, loss or destruction of assets, and from lack of customer or stakeholder experience in using IT.

      Most problems occurring from using IT and information systems come from humans.  Humans sometimes have unethical behavior when using IT and information systems. Then, lots of risks will occur, and information will also not be secure. I think that if humans have good ethic behavior, IT and information can be secure and protected by humans who use them. Then, such a problem will be reduced. So humans are important factors that affect information securities effectiveness. The humans considered in this research consist of two major groups: business professionals, and IS professionals. On the other hand, there have been top managers who have influenced factors in investing, developing, discussing, and enforcing codes of ethics (Laudon and Laudon 2006, 174). End users are those who use IT and information systems while other end users are security professionals who develop IT and information systems for users. Managers are the organizational levels who can increase security effectiveness, establish policies and have effect on systems implementation, while end users are the individuals who use or develop IT and information systems.

      To secure and prevent organizations from unethical behavior, in use of IT and information, causing IT failures, such as hackers, etc. and to have information security measures in organizations, ethics should be developed and used by managements and end users to make sure that organizations and humans’ use of  IT and information were in the appropriate security environment then humans can trust the system. In this study, the researcher used the ethical sections of the Association of Information Technology Professionals (AITP) and the     Association for Computing Machinery (ACM) codes which concerned information security measures because the researcher recognizes that ethics can be used as a measurement of information security effectiveness. 

       Ethics generally determine acceptable and unacceptable behavior within a company and society at large. Ethical computer companies define acceptable practices more strictly than just refraining from committing crimes; they also consider the effects of their IS activities. The ACM and the AITP have developed guidelines and ethical codes of conduct for each system. Many managers, end users, and IS professionals join computer-related associations and agree to abide by detailed ethical codes. Various organizations and associations promote ethically responsible use of IS and have developed ethical codes of conduct for these systems. These organizations include the following: AITP, ACM, The Institute of Electrical and Electronics Engineers (IEEE), Computer Professionals for Social Responsibility (CPSR), American Medical Association (AMA), American Bar Association (ABA) ( (Stair and Reynolds 2006, 710). 

      The objectives of this research deal with the study use and development of a code of ethics for business and IS professionals using the ethical sections of the AITP, and the ACM code. It studies business professionals and IS professionals and their relationship, characteristics, and their use and development of a code of ethics (Stair and Reynolds 2006, 710). The purposes /objectives of this study are to investigate the use and development of a code of ethics for business and IS professionals regarding ethical issues as they relate to the functions of the profession. 

      This research focuses on using the exploratory research method. The researcher captures all data by sending electronic mails and mailing questionnaires to businesses and IS professionals from the companies listed in the Stock Exchange. By analyzing the data, the researcher will use descriptive statistics (percent, mean) to analyze the collected data. A questionnaire was used to gather responses about subjects regarding ethical situations, personal, and organizational characteristics. The questionnaire was developed from the AITP, and the ACM codes of ethics. Another view of ethics focuses on the nature of the ethical choice rather than on the specific attributes of business and IS professionals.

BACKGROUND/ ELEMENTS OF THEORIES
This research provides a survey of the areas associated with the development of this study: goals of information security,  security measures, definition of ethics, ethics in IS, codes of ethics, researches in ethics, and ethical models framing the context of this study.

     The above theories encourage the researcher to study the trend of ethics-based information security measures. In this study, I assume that humans will be influential factors on information security measures. My assumption is, if humans have good ethical behavior, they will not do wrong. They will be trustworthy, especially in IT and IS, humans will use them ethically and carefully. Then, they will be secure. I mean that an organization’s IT and information will be secure because humans will use them trustfully and honorably. This is the reason why the researcher tries to address the human factors related to ethic-based information security measures.
Goals of Information Security

As you have already seen, the development, implementation, and maintenance of ISs, constitutes a large and growing part of the cost of doing business; protecting these resource is a primary concern. The increasing reliance on ISs, combined with their connection to the outside world through a public network, the Internet, makes securing corporate ISs increasingly challenging. The role of computer controls and security is to protect systems against accidental mishaps, intentional theft and corruption of data and applications, as well as to help organization ensure that their IT operations comply with the law and with expectations of employees and customers for privacy (Oz 2006, 442).

     To plan measures to support information security, organizations first must be aware of the possible risks to their information resources, which include hardware, applications, data, and networks; then, they must execute security measures to defend against those risks (Oz 2006, 442).
Security Measures

The great increase in the number of people and organizations using the Internet has provided fertile ground for unauthorized and destructive activity. Organizations can protect themselves against such attacks, with the use of the following techniques.  These techniques include firewalls, authentication, encryption, digital signatures and digital certificates. (Oz 2006, 456).  Security measures especially passwords, encryption application, and firewalls have a price that relates to more than money: they slow down data communications, and they require user discipline, which is not always easy to maintain. IT specialists must clearly explain to managers the implications of applying security measures, especially on systems connected to the Internet. (Oz 2006, 464).       Security measures might reduce undesirable mishaps, but no one can control everything (Oz 2006, 464). The best thing to do is try to protect the system by first guiding the people in organizations with the use of ethics.  This study tries to focus on the ethical question, should organizations reduce unethical behavior by investing, developing, implementing and enforcing codes of ethics.
Definition of Ethics
Laudon offered a definition of business ethics in “Ethical and Social Issues in the digital firm.”   “Ethics refers to the principles of right and wrong that individuals, acting as free moral agents, use to make choices to guide their behaviors.”  “Ethics are a concern of humans who have freedom of choice. Ethics are about individual choice: When faced with alternative courses of action, what is the correct moral choice? What are the main features of ethical choice?”1 “Business ethics are moral rules, standards, codes, or principles which provide guidelines for right and truthful behavior in specific situations.” 
Ethics in IS                                                                                                         

Ethical issues for information systems need to be given new urgency by the rise of the Internet and electronic commerce. Internet and digital firms make it easier than ever to assemble, integrate, and distribute information, unleashing new concerns about the appropriate use of customer information, the protection of personal privacy, and the protection of intellectual property (Laudon and Laudon, 2006, 148). Other pressing ethical issues raised by information systems include establishing accountability for the consequences of information systems, setting standards to safeguard system qualities that protect the safety of individuals and society, and preserve values and institutions that are considered essential to the quality of life in an information society. When using information systems, it is essential to ask, what is the ethical and socially responsible course of action? (Laudon and Laudon 2006, 148-149). 

         Ethics are a concern of humans who have freedom of choice. Ethics are about individual choice: when faced with alternative courses of actions, what is the correct moral choice? What are the main features of ethical choice? (Laudon and Laudon 2006, 153). The appearance of unethical behaviors may do as much harm to the company as actual unethical behaviors. Developing and enforcing a corporate ethics policy has become an important responsibility of the human resources department. Employees and their managers may need special training to sensitize them to deal with new ethical issues surrounding information systems. 

     The above theories encourage me to study the trend of ethics-based information security measures. In this study, I assume that humans will be an influential factors on information security measures. My assumption is, if humans have good ethical behaviors, they will not do wrong. They will be trustworthy, especially in IT and IS, humans will use them ethically and carefully. Then, they will be in a security manner. I mean that organization’s IT and information will be in security because  humans will use them trustfully and honorably. This is the reason why I try to address on human factors to ethic-based information security measures. 

Ethical Guidance’s

When groups of people claim to be professionals, they have special rights and obligations because of their special claims to knowledge, wisdom, and respect. Professional codes of conduct are promulgated by associations of Professionals such as the AMA, The ABA, the AITP, and the ACM. These professional groups take responsibility for the particular regulation of their professionals by determining entrance qualifications and competence. Codes of ethics are promises by professionals to regulate themselves in the general interest of society. For example, avoiding harm to others, honoring property rights, and respecting privacy are among the General Moral Imperatives of the ACM’s Code of Ethics and Professional Conduct (ACM, 1993) (Laudon and Laudon 2006, 154).  
     A few ethical principles that can serve as the basis for ethical conduct by managers, end users, and information system professionals are proportionality, informed consent, justice, and minimized risk. These ethical principles can help evaluate the potential dangers or risks in the use of new technologies (O’Brian and Marakas 2006, 437). What more specific guidelines might help your ethical use of information technologies? Many companies and organizations answer that question today with detailed policies for ethical computer and Internet usage by their employees. (O’Brien and Marakas 2006, 438). Another way to answer this question is to examine statement of responsibilities contained in codes of professional conduct for information system professionals. A good example is the code of professional conduct for the AITP, an organization of professionals in the computing field. Its code of conduct outlines the ethical considerations inherent in the major responsibilities of an information system professional. (O’Brian and Marakas 2006, 438).

Codes of Ethics

The AITP has developed a code of ethics, standards of conduct, and enforcement procedures that give broad responsibility to AITP members. To use the code of ethics has become an obligation of every AITP member in these areas: 1) obligation to management 2) obligation to fellow AITP members 3) obligation to society 4) obligation to colleges or universities 5) obligation to employers 6) obligation to countries. For each area of obligation, standards of conducts describe the specific duties and responsibilities of AITP members. The researcher has used numbers 1, 2, 3, 4, 5, and 6 as criteria’s in this research. (O’Brien and Marakas 2006, 438). 

     The ACM has developed a number of specific professional responsibilities. These responsibilities include the following: 1) strive to achieve the highest quality, and effectiveness, in both the process and the products. 2) acquire and maintain professional competence 3) know and respect existing laws pertaining  to professional work 4) accept and provide appropriate professional review 5) give comprehensive and thorough evaluation of computer systems and their impacts, including analysis of possible risks; 6) honor contracts, agreements, and assigned responsibilities; 7) improve public understanding of computing and its consequences; 8) access computing and communication resources only when authorized to do so. The researcher has used all numbers as criteria in this research.

Researches in Ethics

Dane K. Peterson (2002) summarized in the Computer ethics: the influence of guide lines and universal moral beliefs “Examines the influence of computer guidelines and the belief in universal moral rules on ethical intentions regarding the use of computers in the workplace. The results revealed that the interaction between computer guidelines and belief in universal moral rules were significant. Business professionals with a strong belief in universal moral rules exhibited high ethical intentions, regardless of whether or not their organization had clear guidelines concerning the use of company computers. However, for business professionals with a low belief in universal moral rules, the presence of clear computer guidelines had a positive effect on ethical intentions. This investigation provides evidence that computer guidelines are positively related to ethical intentions for individuals who do not adhere to a belief in universal moral rules.”

     Robert Beckett (2003) concluded in the Communication ethics: Principle and practice “Communication ethics, this paper argues, is a discipline ready for application to communication management and is particularly relevant as we enter an ‘age of information’. With a moral foundation firmly set in the social and human sciences. Communication ethics offers managers a means to face unpredictable futures with greater certainly and purpose. This paper outlines an approach in which all decision makers and their communications are understood as having an ethical grounding. Such an application empowers managers to act with integrity across the spectrum of their varied communication roles: through management and internal communications, public affairs and marketing; in advertising, media and publishing, and in the use of information technology. Positioned independently from the professional bodies of communication, an interdisciplinary ethics offers practitioners skills and moral frameworks that can be shared across professions and used to compare and evaluate their practice. This paper concludes by presenting a model of communication ethics that individual managers can use to prescribe a more sensitive and dynamic human-ethical environment.” 

     Sanjeev Phukan and Gurpreet Dhillon (2000) indicated in the Ethics and information technology use: a survey of US based SMEs “The purpose of that paper was to study the beliefs and attitudes of small-and medium-sized enterprises (SMEs) toward the ethical used of information technologies (IT). This research in progress presents findings from an “ethics survey” conducted in the USA. The initial data presented here suggest that events through IT have become an integral part of the US SMEs, there is a clear lack of awareness of basic ethical issues. The participants of this survey did not seem to understand the importance of their moral and ethical responsibilities in the use of IT. In a follow-up of this study, we hope to extend and use the initial findings to conduct focused in-depth interviews with some of the survey participants. In a subsequent stage we wish to conduct a similar research for large enterprise. So as to compare and contrast the extent of IT related ethical practices in businesses.”

     Simon  Rogerson, John Weckert, and Chris Simpson (2000) wrote an ethical review of information systems development, in the Australian Computer Society’s code of ethics and SSADM   “The rapid advance of computer-based technologies has led to social policy vacuums. Most information system development tools concentrate upon technical issues, and offer few if any guidelines that address the moral issues inherent in new application possibilities. It is argued that extension of such tools to include ethical and moral, human and environmental issues are possible. A good starting point is provided by mapping relevant clauses of professional codes of ethics upon each stage of the development methodology. We use as examples the Australian Computer Society Code of Ethics and the structured systems analysis and design method (SSADM).”

     Stuart Hannabuss (1998) summarized in Information ethics: A Contemporary Challenge for Professionals and the Community “Acting ethically presents challenges to professional people in an age where there is little consensus on moral beliefs and where competitive practices are increasingly common-place in the workplace. Professionals dealing with information face particular challenges since information is often regarded as a public good, freely available to everyone as part of a free society. However, information can also be sensitive, confidential and wrong. The dilemmas which arise in this professional area are examined with reference to the wider and deeper ethical issues involved.”

Purposes of the study

The primary purpose of this research was to study the influence of human factors on information security measures effectiveness under ethic issues and should codes of ethics be developed to ensure having  information security measures in organizations and how ethics affected managements and end users and how their characteristics affected ethics under AITP and ACM codes. It also studied whether top-level managers should be involved in investing, developing, discussing, and enforcing codes of ethics. This study also approached companies to help develop ethics strategies under AITP and ACM codes.

     The purpose of this research deals with the use and development of a code of ethics for business professionals and IS professionals. This study focuses on ethical issues considering right from wrong. This research also focuses on some business professionals and IS professionals who believe that their job offers many opportunities for unethical behavior. They also believe that unethical behavior can be reduced by human behavior and by top-level managers developing, discussing, and enforcing codes of ethics. Business professionals and IS professionals are usually more satisfied with their jobs when top-level managers stress ethical behavior (Stair and Reynolds 2006, 709). This research also focuses on business ethics: in the view of the old contracts of business. The company has responsibilities to the business, to its stockholders and to its owners.  In the view of the social contract of business, businesses are responsible to society, and to their operations.  Businesses may have used one or both views in the past (Stair and Reynolds 2006, 709).

Proposition

Eight hypotheses were developed to investigate the relationships between personal characteristics and ethical use and development of a code of ethics. Provide below are the hypotheses in this study.

     1.  A positive relationship exists between the beliefs in a code of ethics and the sex of business professionals and IS professionals.

     2.  A positive relationship exists between the existence of a code of ethics and age of respondents.

     3.  A positive relationship exists between the perception of a code of ethics and educational level attained of the respondents.

     4.  A positive relationship exists between the beliefs in a code of ethics and the years of IS work experience of the respondents.

     5.  A positive relationship exists between the enforcement of a code of ethics and the existence of top-level managers using the codes. 
     6.  A positive relationship exists between information security measures effectiveness and humans’ good ethic behavior.

     7.  A positive relationship exists between information security measures effectiveness and respondents’ use of ethics.

     8.  A positive relationship exists between the developing codes of ethics and the agreement of respondents. 

METHODOLOGY
The Subject/ Research methods/ Sources of data

The identified populations were business professionals and IS professionals of listed companies from the stock exchange. The number in 2005 was 418 companies. The source of data was captured from www.set.or.th . The heuristic used to select entries was based on the size of the company. Installations with an annual DP budget of at least 50 million baht were included.  The personnel listed were divided according to functions. When available, the individuals listed as top-level managers and IS personals were selected for the survey. The sample was selected using a simple random sampling technique. The questionnaire group consisted of 200 subjects which were selected at random. Questionnaires were mailed to 200 top-level managers and also to 200 IS professionals, with 94 and 93 usable questionnaires returned, resulting in a response rate of 47.0 and 46.5% respectively. For the remaining questionnaires, some of them were not returned and some of them could not be analyzed. Some of the remaining respondents did not have enough ethical concepts, so the respondents were not able to answer the statements in the questionnaires or were encouraged not to answer the questions. 

     In this study, the researcher used two types of research method. The first was the analytical method which was used to summarize and interpret data.  The second method was the quantitative method which was used to analyze the influence of human factors on information security measures under ethic issues and to analyze business and IS professionals which used, implemented and developed a code of ethics. This study was an exploratory research that focused on how well human factors have influence on information security measures under ethic issues and how business and IS professionals use and develop codes of ethics. Two sources of data were captured: 1) the primary source of data came from the questionnaires which were used to collect data from the respondents; 2) the secondary source of data came from various researches, text books, journals, and websites. 
Methods: The questionnaire

The first part of the questionnaire was composed of 19 questions that identified general demographic information of the respondent and the respondent’s organization. The first four questions addressed the organizational codes of ethics regarding: 1) the existence of a code of ethics; 2) access to the code; 3) existence of rules supporting the code; and 4) enforcement of the rules. Questions 5-7 asked for demographic information about the organization, including: 1) number of members in the IS department; 2) size of the entire organization; and 3) size of operating budget. Personal information was gathered in questions 8-16 including: 1) sex of respondent; 2)age of respondent; 3) educational level attained; 4) total years of IS work experience; 5) total years of work experience; 6) membership in professional organizations; and 7) a listing of the professional organizations to which the respondent belongs. Finally, the respondents were asked to indicate whether they work as a top-level manager or as an IS professional and whether they were involved in enforcement of ethics codes. Again, the last three questions addressed influence of human factors on information security measures effectiveness under ethic issues regarding: 1) humans’ good ethic behaviors; 2) ethics used as measurement of information security; 3) ethic development. The second part of the questionnaire was composed of forty-six statements that addressed certain types of ethic issues (see appendix). Using a seven-point Likert scale, subjects were asked to indicate how strongly they agreed or disagreed with the statements. The scale ranged from a response of, 1 signifying strong agreement with the statement to a 7 signifying strong disagreement with the statement, while 4 indicated a neutral response. The survey questions were developed from a model based on the AITP code of Ethics and the ACM code of professional conduct.

Pretesting

 An original set of forty-seven statements were distributed to five top-level managers and five IS professionals employed at a university. The top-level managers and IS professionals were asked to read the statements and provide feedback regarding structure, clarity and appropriateness. Several statements were identified as somewhat unclear. The statements were rewritten, and in a second pre-test, a set of statements were distributed to another 5 top-level managers and 5 IS professionals employed in each department of a large-scale firm. The top-level managers and IS professionals were provided with the set of forty-seven statements. Once again, the comments were considered and the questions were rewritten where appropriate. Forty seven statements were used during pre-testing to reinforce whether the statements needed to be eliminated. Finally the extra statements were eliminated after pre-testing was completed. In summary, the final set of statements was established through comments offered from the 10 pre-test participants and from the use of codes of ethics as a method of developing the set of questions.

Analysis

Data analysis was conducted in three parts, the first and second types of analysis were descriptive. Frequency distributions of the average responses for individual respondents and for individual statements were constructed.  Descriptive statistics were generated for both distributions, for examples, percentage, mean, etc. The third, a Chi-square test was used to analyze the influence of human factors on information security measures effectiveness and to analyze business professionals and IS professionals using, and developing a code of ethics. For the Chi-square analysis, all responses were standardized on a scale from 1 through 7 in which a value of 1 showed the strongest degree of agreement with the values. A response of 4 indicated a neutral response while a value of 7 indicated the strongest degree of disagreement with the values.  Researcher used the Chi-square test to examine the relationship among personnel characteristics, the agreement of human factors influenced on information security measures effectiveness and development of a code of ethics.

Hypotheses used to test in this research consisted of:

     H0:  two variables are independent                         

     H1:  two variables are dependent

Statistic tested:

                                                          
                         (Оij  - Eij)2
                                             χ2 
    =
        ∑∑    -------------------  



                                          Eij
Research model/Proposed model

Figure 1 represents the proposed research model of this study. Since the research attempts to address the important topics, they include how codes of ethics within IT areas are developed, how business manager measures of ethics affect IT security, how IT professional ethics beliefs affect IT security, characteristics of IT management that impact ethical behavior, and etc. Figure 1 shows the relationships among human factors, ethics, and information security measures effectiveness while humans are the key factor on information security. If humans have good ethic behaviors, they will use IT and information in the right way and the secure manner.

     The purpose of this research deals with the influence of human factors on information security measures effectiveness. In this research, humans were classified into two levels, the organization

level will be top managers who have influence to establish policies of investing, developing, and implementing security measures. Top-level managers are the key factors to increased security measures effectiveness while the individual users can be classified into two groups: end users who use the security systems, while security professionals will be technological professionals who will develop the systems.[image: image8.jpg]


       
     The adoption and use of IT has increased, unethical use of computers has also rapidly increased (Conger and Loch, 1995). IT used by management and users has resulted in a variety of security problems and many risks. These problems are created by unethical humans and they affect information securities effectiveness. To secure and prevent organizations from having IT failures and to have information security measures in organizations, ethics philosophies must be developed and used by management and end users. In this study, the researcher used the ethical sections under AITP and ACM codes. In this research, the researcher studies the association between age, sex, education, work experience, and position of business professionals versus IS professionals with respect to four dimensions of ethics. They are agreement with investing in and developing codes of ethics, beliefs in use and development of codes of ethics, the existence of a code of ethics, and enforcement of a code of ethics. The researcher has used numbers 1, 2, 3, 4, 5, 6 and all numbers as criteria in this research.
Hypotheses development

In this study of determination of the influence of human factors on information security measures effectiveness, there are eight hypotheses established. All hypotheses are used to test the relationship of each variable by using a Chi-square test.

Hypotheses: 

     Ho:  Personnel characteristics for the use and development of codes of ethics are independent.  
     Ha:  Personnel characteristic for the use and development of codes of ethics are dependent.

Hypothesis related to beliefs in use and development of a code of ethics and sex of respondents.

       Hypothesis 1:  There will be a positive relationship between the beliefs in the use and development of a code of ethics and the sex of the respondents.

Test of Hypothesis:

     Ho:  The beliefs in use and development of a code of ethics and the sex of the respondents are independent.

     Ha:  The beliefs in use and development of a code of ethics and the sex of the respondents are dependent.
Hypothesis related to the existence of use and development of a code of ethics and age of respondents.

Hypothesis 2:   There will be a positive relationship between the existence, use and development of a code of ethics and the age of the respondents. 

Test of Hypothesis:

     Ho:  The existence of the use and development of a code of ethics and the age of the respondents are independent.

     Ha:  The existence of the use and development of a code of ethics and the age of the respondents are dependent.

Hypothesis related to the perception in use and development of a code of ethics and educational level attained of respondent.

Hypothesis 3: There will be a position relationship between the perception in the use and development of a code of ethics and the educational level attained by the respondents.
Test of Hypothesis:

     Ho:  The perception of use and development of a code of ethics and educational level attained of  respondents are independent.  

     Ha:  The perception of use and development of a code of ethics and educational level attained of  respondents are dependent.

Hypothesis related to the beliefs in use and development of a code of ethics and total work experience of respondents.

Hypothesis 4:  There will be a positive relationship between the beliefs in use and development of a code of ethics and total work experience of the respondents.

Test of hypothesis:  

     Ho:  The beliefs in use and development of a code of ethics and the years of work experience of respondents are independent.

     Ha:  The beliefs in use and development of a code of ethics and the years of work experience of respondents are dependent.

Hypothesis related to the enforcement of a code of ethics and the existence of top-level managers.

Hypothesis 5:  There will be a positive relationship between the enforcement of codes of ethics and the existence of top-level managers.

Test of Hypothesis:

     Ho:  The enforcement of the codes of ethics and the existence of top-level managers are independent.

     Ha: The enforcement of the codes of ethics and the existence of top-level managers are dependent.

Hypothesis related to humans’ ethic behaviors and information security measures.

Hypothesis 6: There will be a positive relationship between humans’ ethic behaviors and information security measures 

Test of Hypothesis:

     Ho:  Humans’ ethic behaviors and information security measures are independent.

     Ha:  Humans’ ethic behaviors and information security measures are dependent.

Hypothesis related to ethics and information security measures.

Hypothesis 7: There will be a positive relationship between ethics and information security measures 

Test of Hypothesis:

     Ho:  Ethics and information security measures are independent.

     Ha:  Ethics and information security measures are dependent.

Hypothesis related to the development of codes of ethics and information security measures.

Hypothesis 8:  There will be a positive relationship between the development of codes of ethics and information security measures 

Test of Hypothesis:

     Ho:  The development of codes of ethics and information security measures are independent

     Ha:   The development of codes of ethics and information security measures are dependent 

RESULTS

Analysis of respondents

The results from this analysis were that respondents who worked as top-level managers and end users were mostly female while respondents who worked as information system professionals were males. See Table 1.

      Most of the respondents who worked as both top–level managers and end users including information system professionals were at least forty-five years old.  See Table 2.

      Level of education of top-level managers and end users as well as information system professionals was undergraduate and postgraduate respectively but mostly postgraduate level. See Table 3.

     When considering the total work (years) of service, or experience, the researcher found that most business and information system professionals had between 16 to 25 years respectively of experience. Most respondents had between 20-25 years were of working experience.  See Table 4.

      It can be seen that business and information system professionals mostly agreed to become involved in investing, developing, and enforcing a code of ethics. So top-level managers mostly agreed that investing, developing and enforcing a code of ethics should be the responsibility of all top-level managers in organizations. Since top-level managers were the important people who develop ethical strategies and policies of organizations, then they should seriously become involved in investing, developing and enforcing a code of ethics in organizations.  See Table 5.

Analysis of influence of human factors on information security measures effectiveness under codes of ethics.

The researcher groups 46 statements of codes of ethics in questionnaires (see appendix) into eight main parts. They are: 1) In recognition of my obligation to management; 2) In recognition of my obligation to my fellow members and the profession; 3) In recognition of my obligation to society; 4) In recognition of my obligation to my employer; 5) General moral imperatives; 6) More specific professional responsibilities; 7) Organizational leadership imperatives; 8) Compliance with the code.  In this study, these 46 statements are measured under four dimensions of ethics. They are: 1) Agreement with investing in and developing codes of ethics; 2) Beliefs in use and development of codes of ethics; 3) The existence of a code of ethics; 4) Enforcement of a code of ethics.

      Table 6 show the analysis of the highest influence of human factors on information security measures effectiveness, from eight main parts above in four dimensions of ethics. They are: 1) I do not misuse the authority entrusted to me; 2) I am honest in all my professional relationships; 3) I do not use knowledge of a confidential or personal nature in any unauthorized manner or to achieve personal gain; 4) I protect the privacy and confidentiality of all information entrusted to me. I do not misrepresent or withhold information which is relevant to the situation; 5) I honor confidentiality; 6) I strive to achieve the highest quality, effectiveness and dignity in both the process and products of professional work; 7) I acknowledge and support proper and authorized use of my organization’s computing and communication resources; 8) I uphold and promote the principle of the ACM code.
     In the researcher’s opinion, in order to develop the codes of ethics to prevent the occurrence of the risks, the organization should address the above ethics statements and follow with the other statements in table 6. Then, the codes of ethics can be developed. Managements and employees can follow them and they will have ethical behavior in using the organization’s IT and information on the secure manner. So if humans have good ethic behavior, they will be very important factors in affecting the reduction of the risks and to be the measurement of the security effectiveness of IT and information in organization. 

               From Table 7, It can be seen that business and information system professionals mostly agreed to become involved in securing, and protecting of organizations’ IT and information under humans’ good ethic behaviors. They mostly agreed that these behaviors should be their responsibility in organizations. Since they were the important people who set policies, develop, and use of organizations’ IT and information, then they should seriously become involved in developing, protecting, and securing of organizations’ IT and information.

      From Table 8. It can be seen that business and information system professionals mostly agreed to become involved in using ethics as measurement of information security effectiveness. They mostly agreed that having, developing and using ethics should be their responsibility. Since ethics were the important role which ethical strategies and policies should be developed in organizations, then they should seriously become a measurement of information security effectiveness. 

      From Table 9.  It can be seen that business and information system professionals mostly agreed to become involved in investing, developing, and enforcing a code of ethics. They mostly agreed that investing, developing and enforcing a code of ethics should be their responsibility. Since they were the important people who develop ethical strategies and policies of organizations, then they should seriously become involved in investing, developing and enforcing a code of ethics in organizations.

Analysis of the relationships between personal characteristics and ethical use and development.

This study examined whether sex, age, level of education, total work experience, and level of position of all respondents related to the use and developments of codes of ethics. Chi-Squares were used in this study to test the relationship between two variables and whether they were independent.

  Hypothesis 1: There will be a positive relationship between the beliefs in the use and development of a code of ethics and the sex of the respondents.

      Table 10 indicates that most males agreed and strongly agreed in the beliefs in use and development of codes of ethics rather than females.

       From the Chi-Squares test, Table 11, this study found that the sex of the respondents did not affect the beliefs in use and development of a code of ethics. On the other hand, both male and female respondents were in the beliefs that a code of ethics should be used and developed to make sure that all managers and employees are ethical and to reduce unethical behavior in organizations. 

     Hypothesis 2: There will be a positive relationship between the existence, use and development of a code of ethics and the age of the respondents. 

     Table 12 indicates that most respondents over 30 years of age agreed or strongly agreed in the use and development of a code of ethics. 

    From the Chi-Squares test, Table 13, this study found that the age of the respondents did not affect the existence of use and development of a code of ethics. So it could be summarized that all top-level managers, end users, and information system professionals at every age were interested in the use and wanted to develop a code of ethics which encourages people to have more ethics and strives to prevent unethical behaviors from occurring in their organizations.
      From Table 14, it can be seen that if the respondents had at least an undergraduate degree, but not higher than a doctorate, then they were perceptive of ethics in organizations.      

       From the Chi-Squares test, Table 15, this study found that the educational level of respondents did not affect the perception of use and development of a code of ethics. They agreed and strongly agreed to attempting to use a code of ethics and always needing to develop a code of ethics in their organization. Top-level managers, end users, and information system professionals, with at least a bachelors and no more than a doctorate degree, always recognized the importance of having and using ethics in their organizations. 

      Hypothesis 4: There will be a positive relationship between the beliefs in use and development of a code of ethics and total work experience of the respondents.

     Table 16 shows that most respondents in all years of total work experience agreed or strongly agreed in the use and development of a code of ethics.     

     From the Chi-Squares test, Table 17, this study found that the years of work experience of the respondents did not affect the beliefs in use and development of a code of ethics. Finally, top-level managers, end users, and information system professionals at all level of total work experience, agreed to having and using a code of ethics. Those with at least 25 years of service strongly agreed with the statement.  Because of years of work experience, most people had developed an inner code of ethics to keep them away from unethical behavior.  

      Hypothesis 5: There is a positive relationship between the enforcement of codes of ethics and the existence of top-level managers.

      From Table18, I found that most top-level managers and IS professionals agreed or strongly agreed with the need to enforce codes of ethics.

      From the Chi-Squares test, Table 19, this study found that the existence of top-level managers and IS professionals did not affect the enforcement of the codes of ethics. Top level managers strongly agreed in the development of codes of ethics. Top-level managers should especially become involved in making decisions concerning investing in the development of codes of ethics and in encouraging people in organizations to contribute to the use of codes of ethics. Top-level managers had an important impact upon establishing ethical strategies including budgets for ethical developments. 

      Hypothesis 6: There will be the positive relationship between the existence of humans’ good ethic behavior and enforcement of information security measures.
     From Table 20, the researcher found that most business and IS professionals did agree and strongly agree in the humans’ good ethical behavior which will influence the effectiveness of information security measures.

       From the Chi-Squares test, Table 21, this study found that the existence of humans’ ethic behavior did not affect the enforcement of information security measures effectiveness. All respondents agree that if humans have good ethic behavior, information security measures will be occurred effectively. 

     Hypothesis 7: There will be the positive relationship between the existence of ethics and enforcement of information security measures effectively.

     From Table 22, the researcher found that most business and IS professionals did agree and strongly agree in the existence of ethics since it is a key role to the effectiveness of information security measures. 

     From the Chi-Squares test, Table 23, this study found that the existence of ethics did not affect the enforcement of information security measures effectiveness. All respondents agree that if there is the existence of ethics in an organization, information security measures will be occurred effectively. 

     Hypothesis 8: There will be the positive relationship between the requirement of codes of ethics and the development of codes of ethics.

        From Table 24, the researcher found that most business and IS professionals did agree and strongly agree in the development of codes of ethics. 

        From the Chi-Squares test, Table 25, this study found that the requirement of codes of ethics did not affect the development of codes of ethics. All respondents agree that if there is the existence of codes of ethics in an organization, information security measures will be effective. So the development of codes of ethics will be needed. From this study, the researcher found that most organizations do need codes of ethics and want to develop them in their organizations.
Limitations

There are some limitations in this study that need to be mentioned. During the study, the reason why some questionnaires were not returned and why some could not be analyzed was ascertained. The respondents in these failed surveys did not have enough ethical concepts, so they were not able to answer the questionnaires. Others were encouraged not to respond to the questionnaire.

Benefits of this study

Business professionals and IS professionals better recognize how well humans’ ethic behavior affect information security measures and better use and develop a code of ethics and have a better perception how characteristics affect use and development of a code of ethics. A code of ethics will be developed and used in organizations because top-level managers will involve in investing, developing, and enforcing a code of ethics. A code of ethics should be developed to measure the security of information effectiveness and uses of them ethically.

CONCLUSION

Since most companies now use information technologies and since the adoption and use of IT has increased, the reported incidence of unethical use of computers has also rapidly increased (Conger and Loch, 1995). While the failure in implementing and using IT has occurred, the IT use by management and users has resulted in a variety of security risks have occurred. 

      Most problems occurring while using IT and information systems occurred from humans, because humans have unethical behavior and sometimes this behavior comes out when they used IT and information systems. So humans are important factors that affect information securities effectiveness. The two major groups in this study were: business professionals, and IS professionals. 

      To secure and prevent organizations from IT failures and to install information security measures, organizations should develop and use ethics. Managers and end users must make sure that organizations have the appropriate security measures. 

     The objectives of this research deal with the study of influence of human factors on information security measures, and on using and developing a code of ethics by business and IS professionals. It studies business professionals and IS professionals and their relationships, characteristics, and their use and development of a code of ethics as criteria on information security measures (Stair and Reynolds 2006, 710). 

     The purposes /objectives of this study are also to investigate the use and development of a code of ethics of business and IS professionals, including top-level managers and users, regarding ethical issues as they relate to the functions of the profession. They, at every age, were interested the use and wanted to develop a code of ethics which encourages people to have more ethics and strives to prevent unethical behaviors from occurring in their organization and to ensure all IT and information are in security measures. 

     This research focuses on using the exploratory research method. The researcher captured all the data by sending electronic mails and mailing questionnaires to business and IS professionals from the companies listed in the Stock Exchange. By analyzing the data, the researcher will use descriptive statistic to analyze the collected data. A questionnaire was used to gather responses about subjects regarding ethical situations, personal information, and organizational characteristics. The questionnaire was developed from the ACM, and the AITP codes of ethics. Eight hypotheses were developed to investigate the relationships between personal characteristics, ethical use and development of a code of ethics, human behaviors, and information security measures.

      The results from this analysis were that the respondents who worked as top-level managers and end users are mostly female while the respondents who worked as information system professional were males. Most respondents who worked as both top–level managers and end users including information system professionals were more than forty-five years old and most of them had at least a graduate degree. Most business and information system professionals had between 20-25 years of working experience. 

      Top-level managers mostly agreed that investing, developing and enforcing a code of ethics should be the responsibility of all top-level managers in the organizations. 

      More males than females agreed and strongly agreed that codes of ethics needed to be developed and used.

       From the Chi-Squares test, this study found that sex, age, educational level, and years of work experience of respondents did not affect the use and development of a code of ethics.  Top-level managers strongly agreed that a code of ethics needs to be developed. 

      All top-level managers, and information system professionals at every age were interested in the use and wanted to develop a code of ethics which encouraged people to have more ethics and strived to prevent unethical behavior from occurring in their organizations.
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APPENDIXES
Questionnaire

            This questionnaire is divided into two parts. Please answer the following questions to the best of your ability. Your responses will be kept in strictest confidence. Thank you for your participation in this study. If you decide not to participate, please return the blank survey:

Part 1

Please respond to the questions:
	Questions


	Answer

	
	Yes
	No
	Do not know

	1.   Does your organization have a code of ethics ?

If no or you do not know please proceed to question # 5   
	
	
	

	2.   Do you have access to the organizational code of

      ethics ? If no or you do not know please proceed
      to question #5
	
	
	

	3.  Does your organization’s code of ethics have rules

that are designed to enforce the code of ethics ? If no or you do not know please proceed to question #5
	
	
	

	4.   Does you organization have rules to enforce the

code of ethics ? If no or you do not know please proceed to question #5
	
	
	


 5.  How many people are in your IS department? (approximately)………………

 6.  How many people does your organization employ? (approximately)…………

 7.  What is the size of your IS operating budget? (approximately)………………

 8.  Sex                                                    …………Male…………..Female. 

 9.  What is your age ?                            ................Years

10. What is the highest level of education that you have attained?..................

11.  How many years of IS work experience do you have?......................................

12.  How many years of total work experience do you have?...................................

13.  Are you a member of a professional organization? …….…Yes……….No.            

14.  If you are a member of a professional organization, which one(s)?...................

15.  Please indicate whether you work as an IS / AIS professional, or a business 

       professional / top level manager. ……….IS/AIS…….….top level manager.
16.  If you are a top-level manager, do you agree to become involved in
      developing and enforcing a code of ethics in your organization?....Yes….No.
17. If humans have good ethic behaviors, can organization’s IT and information 

      be secured and protected by human who use them ?.............Yes……….No.
18. Can ethics be used as measurement of information security 

      effectiveness ?                                                      ..............Yes……….No.
19. Should codes of ethics be developed to ensure that there is enough information  

      security measures in organization ?
…………Yes……….No.
Part 2


Please indicate how strongly you agree or disagree with the following statements by circling the appropriate response to the left of each statement. Please use the following scale when marking your response:


1 = Strongly agree              2 = Agree                       3 = Slightly agree

            4 = Neutral                         5 = Slight disagree         6 = Disagree

            7 = Strongly disagree 

AITP Code of Ethics 

In recognition of my obligation to management:

I always keep my personal knowledge up to date                             1 2 3 4 5 6 7 

and insure that proper expertise is available when needed.

I always share my knowledge with others and present                      1 2 3 4 5 6 7

factual and objective information to management to the best

of my abilities.

I accept responsibility for the work that I perform.                           1 2 3 4 5 6 7

I do not misuse the authority entrusted to me.                                   1 2 3 4 5 6 7

I do not misrepresent or withhold information concerning               1 2 3 4 5 6 7  

the capabilities of equipment, software or systems.

I do not take advantage of anyone’s lack of knowledge or                1 2 3 4 5 6 7 

inexperience.

In recognition of my obligation to my fellow members and the profession:

I am honest in all my professional relationships.                               1 2 3 4 5 6 7

I take appropriate action in regard to any illegal                                1 2 3 4 5 6 7

or unethical practices that come to my attention.

I share my knowledge with others.                                                     1 2 3 4 5 6 7

I cooperate with others in identifying problems                                 1 2 3 4 5 6 7

to achieve a better understanding.

I do not use or take credit for the work of others without                  1 2 3 4 5 6 7

specific acknowledgement and authorization.

I do not take advantage of anyone’s lack of knowledge or                 1 2 3 4 5 6 7

inexperience for personal gain.

In recognition of my obligation to society:

I protect the privacy and confidentiality of all information                1 2 3 4 5 6 7

entrusted to you. 

To the best of my abilities, I insure that the products I                     1 2 3 4 5 6 7

work on are used in a socially responsible way.

I support, respect, and follow my countries laws.                              1 2 3 4 5 6 7 

I never misrepresent or withhold information which is                     1 2 3 4 5 6 7

relevant to a problem or situation of public concern nor will I

allow any such known information to remain unchallenged.

I do not use knowledge of a confidential or personal nature             1 2 3 4 5 6 7

 in any unauthorized manner or to achieve personal gain.

In recognition of my obligation to my employer:

I make every effort to ensure that I have the most current                 1 2 3 4 5 6 7 

knowledge and that the proper expertise is available when needed.

I avoid conflict of interests and insure that my employer is               1 2 3 4 5 6 7

aware of any potential conflicts.

I present a fair, honest and objective viewpoint protecting the           1 2 3 4 5 6 7 

interests of my employer at all times.

I protect the privacy and confidentiality of all information                 1 2 3 4 5 6 7

entrusted to me. I do not misrepresent or withhold information

which is relevant to the situation.

I do not attempt to use the companies resources such as                     1 2 3 4 5 6 7  

computer, software for personal gain or for any purpose without 

proper approval. 

I do not exploit the weakness of a computer system for                      1 2 3 4 5 6 7 

personal gain or personal satisfaction.

ACM Code of Ethics  

General moral imperatives:

I contribute to society and humanities well-being.                               1 2 3 4 5 6 7 

I avoid harming others.                                                                         1 2 3 4 5 6 7 

I am honest and trust worthy.                                                               1 2 3 4 5 6 7

I am fair and do not discriminate.                                                         1 2 3 4 5 6 7 

I honor property rights including copyrights and patents.                    1 2 3 4 5 6 7 

I give proper credit for intellectual property.                                       1 2 3 4 5 6 7  

I respect the privacy of others                                                              1 2 3 4 5 6 7 

I honor confidentiality.                                                                         1 2 3 4 5 6 7 

More specific professional responsibilities:

I strive to achieve the highest quality, effectiveness and                    1 2 3 4 5 6 7 

dignity in both the process and products of professional work.

I acquire and maintain professional competence.                                1 2 3 4 5 6 7 

I know and respect existing laws pertaining to professional               1 2 3 4 5 6 7

work.

I give comprehensive and thorough evaluations of computer             1 2 3 4 5 6 7 

systems and their impacts, including analysis of possible risks.

I honor contracts, agreements and assigned responsibilities.              1 2 3 4 5 6 7 

I improve public understanding of computing and its                         1 2 3 4 5 6 7

consequences.

I access computing and communication resources only                      1 2 3 4 5 6 7

authorized for my use.

Organizational leadership imperatives:

I articulate social responsibilities as a member of an                          1 2 3 4 5 6 7

organizational unit and encourage full acceptance of those 

responsibilities.

I manage personnel and resources to design and built                         1 2 3 4 5 6 7 

information systems that enhance the quality of working lives.

I acknowledge and support proper and authorized use of my             1 2 3 4 5 6 7 

organization’s computing and communication resources.  

I ensure that users and those who will be affected by a new               1 2 3 4 5 6 7 

system have their needs clearly articulated during the assessment     

and design. 

I articulate and support policies that protect the dignity of                  1 2 3 4 5 6 7 

users and others affected by a computing system.

I create opportunities for members of the organization to                    1 2 3 4 5 6 7 

learn the principles and limitations of computer systems.

Compliance with the code:

I uphold and promote the principle of the ACM code.                          1 2 3 4 5 6 7   

I treat violation of the ACM code as inconsistent with                         1 2 3 4 5 6 7 

membership in the ACM organization.

_______________________________________________________________________________________

  Table 1:  Percentage of sex of respondents
	SEX
	Business Professions
	IS Professionals

	
	Amount
	Percentage
	Amount
	Percentage

	Male
	43
	45.7
	59
	63.4

	Female
	51
	54.3
	34
	36.6

	Total
	94
	100
	93
	100


_________________________________________________________________________

   Table 2:  Percentage of age of respondents
	AGE
	Business Professions
	IS Professionals

	
	Amount
	Percentage
	Amount
	Percentage

	25 - 30
	4
	4.3
	5
	5.4

	31 - 35
	5
	5.3
	14
	15.0

	36 - 40
	25
	26.6
	14
	15.0

	41 - 45
	28
	29.8
	22
	23.7

	> 45
	32
	34.0
	38
	40.9

	Total
	94
	100
	93
	100


________________________________________________________________________________________

   Table 3:  Percentage of education of respondents
	Level of Education


	Business Professions
	IS Professionals

	
	Amount
	Percentage
	Amount
	Percentage

	< Undergraduate
	13
	13.8
	9
	9.7

	Undergraduate
	31
	33.0
	30
	32.3

	Graduate
	50
	53.2
	51
	54.8

	Doctor
	0
	0
	3
	3.2

	> Doctor
	0
	0
	0
	0

	Total
	94
	100
	93
	100


________________________________________________________________________________________
_________________________________________________________________________________________
  Table 4: Percentage of Total work experience
	Total Work experience (years)


	Business Professions
	IS Professionals

	
	Amount
	Percentage
	Amount
	Percentage

	< 5
	3
	3.2
	3
	3.2

	5 - 10
	13
	13.8
	10
	10.7

	11 - 15
	19
	20.2
	17
	18.3

	16 - 20
	21
	22.3
	22
	23.7

	20 - 25
	21
	22.3
	29
	31.2

	> 25
	17
	18.2
	12
	12.9

	Total
	94
	100
	93
	100


_________________________________________________________________________________________
   Table 5:  Percentage of agreement of respondents involving in investing, and 
                developing code of ethic
	Level of Agreement


	Business Professions

(Top and end user)
	IS Professionals

	
	Amounts
	Percentage
	Amounts
	Percentage

	Agree (yes)
	85
	90.4
	86
	92.5

	Do not Agree (no)
	9
	9.6
	7
	7.5

	Total
	94
	100
	93
	100


_________________________________________________________________________
      Table 6: Level of influence of respondent to code of ethics in recognition

	AITP Code of ethic
	Level of Influence of under AITP
	MEAN
	SD

	
	Strongly

   agree
	agree
	Slightly

  agree
	Neutral
	
	

	In recognition of my obligation to management:

I always keep my personal knowledge up to date and insure that proper expertise is available when needed
	22.1


	51.0
	22.4
	3.0
	5.9
	.8

	I always share my knowledge with others and present factual and objective information to management to the best of my abilities
	48.0
	42.0
	8.1
	.6
	6.7
	.8

	I accept responsibility for the work that I perform
	37.1
	49.7
	10.5
	3.2
	6.4
	.7

	I do not misuse the authority entrusted to me.  
	23.2
	51.1
	21.9
	3.1
	5.9
	.7

	I do not misrepresent or withhold information concerning  the capabilities of equipment, software or systems.             
	50.1
	40.0
	7.8
	.4
	6.5
	.8

	I do not take advantage of anyone’s lack of knowledge or inexperience.               
	36.7
	46.5


	15.4
	1.4
	6.2
	.8

	In recognition of my obligation to my fellow members and profession :

I am honest in all my professional relationships.                               
	26.5
	48.0
	18.4
	5.4
	5.8
	.9

	I take appropriate action in regard to any illegal or unethical practices that come to my attention
	12.0
	50.1
	31.8
	3.9
	5.6
	.8


	Code of ethic
	Level of Influence of under AITP
	MEAN
	SD

	
	Strongly

   agree
	agree
	Slightly

  agree
	Neutral
	
	

	I share my knowledge with others.    
	46.5
	40.2
	9.1
	1.4
	6.3
	.9

	I cooperate with others in identifying problems to achieve a better understanding.
	46.3
	43.5


	11.7
	1.5
	6.2
	.7

	I do not use or take credit for the work of others without specific acknowledgement and authorization                 
	24.2
	52.6
	19.7
	2.3
	5.9
	.8

	I do not take advantage of anyone’s lack of knowledge or   inexperience for personal gain.              
	41.2
	43.6
	12.4
	1.7
	6.0
	.8

	In recognition of my obligation to society:

I protect the privacy and confidentiality of all information  entrusted to you.        
	48.5
	36.0
	9.6
	2.5
	6.4
	.9

	To the best of my abilities, I insure that the products I work on are used in a socially responsible way.
	35.6
	48.0
	16.4
	1.6
	6.3
	.8

	I support, respect, and follow my countries laws.
	40.4
	48.6
	10.6
	1.5
	6.3
	.7

	I never misrepresent or withhold information which is relevant to a problem or situation of public concern nor will I

allow any such known information to remain unchallenged.                    
	58.4
	28.3
	11.2
	2.0
	6.3
	.8

	I do not use knowledge of a confidential or personal nature in any unauthorized manner or to achieve personal gain.            
	41.5
	41.8
	16.9
	1.2
	6.1
	.7


	Code of ethic
	Level of Influence of under AITP
	MEAN
	SD

	
	Strongly

   agree
	agree
	Slightly

  agree
	Neutral
	
	

	In recognition of my obligation to my employer:

I make every effort to ensure that I have the most current  knowledge and that the proper expertise is available when needed.
	16.1


	37.0
	22.4
	11.3
	5.0
	1.4

	I avoid conflict of interests and insure that my employer is  aware of any potential conflicts.             
	24.5
	50.9
	23.1
	2.8
	5.9
	.7

	I present a fair, honest and objective viewpoint protecting the  interests of my employer at all times.         
	39.8
	40.7
	12.9
	2.8
	6.2
	.8

	I protect the privacy and confidentiality of all information entrusted to me. I do not misrepresent or withhold information which is relevant to the situation.               
	54.9
	33.1
	7.2
	1.2
	6.5
	.7

	I do not attempt to use the companies resources such as computer, software for personal gain or for any purpose without proper approval.              
	35.6
	44.2
	15.2
	1.1
	6.1
	.8

	I do not exploit the weakness of a computer system for personal gain or personal satisfaction.
	64.1
	25.7
	11.1
	0
	6.6
	.6


      Table 6:  Level of influence of respondent to code of ethics in recognition (continued)
	Code of ethic
	Level of Influence of under ACM
	MEAN
	SD

	
	Strongly

   agree
	agree
	Slightly

  agree
	Neutral
	
	

	ACM Code of Ethics  

General moral imperatives:
	
	
	
	
	
	

	I contribute to society and humanities well-being
	12.9
	36.8
	26.9
	15.2
	5.4
	1.1

	I avoid harming others.                                                                         
	39.2
	42.4
	15.9
	2.3
	6.1
	.8

	I am honest and trust worthy.
	54.2
	33.1
	10.9
	.7
	6.6
	.7

	I am fair and do not discriminate.                                                         
	41.2
	42.1
	15.0
	1.2
	6.3
	.7

	I honor property rights including copyrights and patents.
	41.2
	35.9
	19.2
	5.2
	6.1
	.8

	I give proper credit for intellectual property.                                       
	34.9
	42.9
	19.8
	2.3
	6.1
	.8

	I respect the privacy of others                                                              
	35.4
	44.9
	17.1
	2.2
	6.1
	.8

	More specific professional responsibilities:

I honor confidentiality

I strive to achieve the highest quality, effectiveness and dignity in both the process and products of professional work.                   
	64.9

35.9
	28.4

52.6
	6.4

13.6
	0

.4
	6.5

6.3
	6

.6

	I acquire and maintain professional competence.
	23.1
	55.1


	18.9
	2.5
	5.5
	.7

	I know and respect existing laws pertaining to professional work.              
	25.0
	48.9
	23.0
	1.8
	5.7
	.8


	Code of ethic
	Level of Influence of under ACM
	MEAN
	SD

	
	Strongly

   agree
	agree
	Slightly

  agree
	Neutral
	
	

	I give comprehensive and thorough evaluations of computer systems and their impacts, including analysis of possible risks.    
	21.1
	47.1
	25.8
	5.4
	5.9
	.8

	I honor contracts, agreements and assigned responsibilities
	23.2
	53.1
	22.1
	2.5
	5.8
	.7

	I improve public understanding of computing and its consequences.                       
	33.2
	51.1
	13.9
	1.5
	6.3
	.7

	I access computing and communication resources only  authorized for my use.                    
	9.1
	40.9
	36.1
	11.1
	5.4
	.9

	Organizational leadership imperatives:

I articulate social responsibilities as a member of an organizational unit and encourage full acceptance of those 

responsibilities.                      
	15.9
	47.9
	31.1
	6.0
	5.9
	.8

	I manage personnel and resources to design and built  information systems that enhance the quality of working lives.                       
	16.2
	50.0
	29.4
	5.1
	5.8
	.8

	I acknowledge and support proper and authorized use of my organization’s computing and communication resources.            
	28.0
	42.9
	26.9
	2.3
	5.8
	.8


	Code of ethic
	Level of Influence of under ACM
	MEAN
	SD

	
	Strongly

   agree
	agree
	Slightly

  agree
	Neutral
	
	

	I ensure that users and those who will be affected by a new  system have their needs clearly articulated during the assessment     

and design.              
	22.1
	51.9
	23.0
	2.9
	5.8
	.7

	I articulate and support policies that protect the dignity of  users and others affected by a computing system.
	20.0
	47.6
	27.3
	6.0
	5.7
	.8

	I create opportunities for members of the organization to learn the principles and limitations of computer systems.                   
	19.2


	43.1
	35.1
	1.4
	5.7
	.9

	Compliance with the code:

I uphold and promote the principle of the ACM code.        
	19.2
	41.0
	29.5
	7.6
	5.6
	1.0

	I treat violation of the ACM code as inconsistent with  membership in the ACM organization.       
	14.3
	29.0
	21.1
	32.4
	5.1
	1.3


__________________________________________________________________________

      Table 7:   Percentage of agreement of respondents in securing and 

                       protecting of organization’s IT and information under humans good
                       ethic behavior
	Level of agreement (IT and information will secure by human)


	Business Profession
	IS Professional

	
	Human have good ethic

              behavior
	Human have good ethic

behavior

	
	Amounts
	Percentage
	Amounts
	Percentage

	Agree (yes)
	90
	95.7
	92
	98.9

	Do not agree

Do not know (no)
	4
	4.3
	1
	1.1

	Total
	94
	100
	93
	100


     ___________________________________________________________________

     Table 8:  Percentage of agreement of respondents in using ethics as measurement 
                     of  information security effectiveness

	Level of agreement (ethics

be used as measurement
	Business Profession
	IS Professional

	
	Information security

effectiveness
	Information security

effectiveness

	
	Amounts
	Percentage
	Amounts
	Percentage

	Agree (yes)
	89
	94.7
	91
	97.8

	Do not agree

Do not know (no)
	5
	5.3
	2
	2.2

	Total
	94
	100
	93
	100


_________________________________________________________________________
   ______________________________________________________________________

      Table 9:  Percentage of agreement of respondents in developing codes of ethic
	Level of agreement

Code of ethic should be developed

	Business Professions
	IS Professionals

	
	Information security

measures
	Information security

measures

	
	Amounts
	Percentage
	Amounts
	Percentage

	Agree (yes)
	94
	100
	93
	100

	Do not agree,

unknown
	0
	0
	0
	0

	Total
	94
	100
	93
	100


_________________________________________________________________________
    Table 10: Relationship between the beliefs in a code of ethics and the sex of 
                      respondents

	Sex of 187

respondents
	Ethical beliefs in use and development

	
	Strongly

Agree (1)
	Agree

(2)
	Slightly

Agree (3)
	Neutral

(4)
	Total

	Female
	Amounts
	27
	39
	10
	1
	77

	
	Percentage
	35.1
	50.6
	13.0
	1.3
	100

	Male
	Amounts
	43
	54
	13
	0
	110

	
	Percentage
	39.1
	49.1
	11.8
	0
	100

	Total
	Amounts
	70
	93
	23
	1
	187

	
	Percentage
	37.4
	49.7
	12.3
	0.6
	100


__________________________________________________________________________
__________________________________________________________________________

   Table 11:  Chi- Square Test between belief in use and development of a code of
                        ethic and sex of respondents
	
	Value
	 Df    Asymp. Sig.   Exact Sig.   Exact Sig.     Point

           (2-sided)       (2-sided)     (1-sided)   Probability

	Pearson Chi-Square
	1.305(a)
	   3          .726              .871

	Likelihood Ratio
	1.693
	   3
.637
.871

	Fisher’s Exact Test
	1.283
	
   .871

	Linear-by-Linear Association
	.350(b)
	   1
.544
 .587 
.314
     .073

	N of Valid Cases
	
	


      a. 2 cells (25.0%) have expected count less than 5. The minimum expected count is .48.

      b. The standardized statistic is -.592.

__________________________________________________________________________

     Table 12: Relationship between the existence of  a code of
                      ethics and age of respondents
	Age of 187

respondents
	Ethical beliefs in use and development

	
	Strongly

Agree (1)
	Agree

(2)
	Slightly

Agree (3)
	Neutral

(4)
	Total

	25 - 30
	Amounts
	3
	5
	1
	0
	9

	
	Percentage
	33.3
	55.6
	11.1
	0
	100

	31 - 35
	Amounts
	6
	10
	3
	0
	19

	
	Percentage
	31.6
	52.6
	15.8
	0
	100

	36 - 40
	Amounts
	10
	25
	4
	0
	39

	
	Percentage
	25.6
	64.1
	10.3
	0
	100

	41 - 45
	Amounts
	12
	31
	6
	1
	50

	
	Percentage
	24.0
	62.0
	12.0
	2
	100

	 > 45
	Amounts
	20
	35
	15
	0
	70

	
	Percentage
	28.6
	50.0
	21.4
	0
	100

	Total
	Amounts
	51
	106
	29
	1
	187

	
	Percentage
	27.3
	56.7
	15.5
	0.5
	100.0


_________________________________________________________________________

__________________________________________________________________________

     Table 13:  Chi-Square Tests  between the existence of use and development of a code  of

ethics and age of respondent
	
	Value
	 Df   Asymp. Sig.  Exact Sig.     Exact Sig.       Point

         (2-sided)       (2-sided)       (1-sided)     Probability

	Pearson Chi-Square
	6.022(a)
	  9      .701                   .(b)

	Likelihood Ratio
	6.030
	  9      .753                 .762

	Fisher’s Exact Test
	7.539
	
         .671

	Linear-by-Linear Association
	1.650(c)
	  1      .634                  .737            .373           .041

	N of Valid Cases
	
	


      a. 2 cells (43.8%) have expected count less than 5. The minimum expected count is .06.

      b. Cannot be computed because there is insufficient memory.

      c. The standardized statistic is -.439.

__________________________________________________________________________

Table 14:  Relationship between the perception in use and development of  a code 

     of ethics and education
	Level of

education
	Ethical perception in use and development

	
	Strongly

Agree (1)
	Agree

(2)
	Slightly

Agree (3)
	Neutral

(4)
	Total

	< Under

graduate
	Amounts
	2
	4
	12
	4
	22

	
	Percentage
	9.1
	18.2
	54.5
	18.2
	

	Under

graduate
	Amounts
	13
	40
	7
	1
	61

	
	Percentage
	21.3
	65.6
	11.5
	1.6
	

	Graduate
	Amounts
	52
	47
	2
	0
	101

	
	Percentage
	51.5
	46.5
	2.0
	0
	100

	Doctor
	Amounts
	2
	1
	0
	0
	3

	
	Percentage
	66.7
	33.3
	.0
	0
	

	 > Doctor
	Amounts
	0
	0
	0
	0
	0

	
	Percentage
	0
	0
	0
	0
	0

	Total
	Amounts
	69
	92
	21
	5
	187

	
	Percentage
	36.9
	49.2
	11.2
	2.7
	100


________________________________________________________________________
__________________________________________________________________________
Table 15:   Chi-Square Test between the perception in use and development of a  

    code  of ethics and education attained of respondent. (P.73)

	
	Value
	 Df       Asymp. Sig.  Exact Sig.    Exact Sig.      Point

             (2-sided)      (2-sided)      (1-sided)      Probability

	Pearson Chi-Square
	10.525(a)
	   6            .106                  .053

	Likelihood Ratio
	11.093
	   6
  .037
.021

	Fisher’s Exact Test
	14.285
	
  .022

	Linear-by-Linear Association
	5.010(b)
	   1
.021
.025           .014
             .003

	N of Valid Cases
	184
	


      a. 2 cells (50.0%) have expected count less than 5. The minimum expected count is .01

      b. The standardized statistic is 2.242.

__________________________________________________________________________


  Table 16: Relationship between the beliefs in use and development of  a code of 
ethics and total work experience
	Total work

experience
	Ethical beliefs in use and development

	
	Strongly

Agree (1)
	Agree

(2)
	Slightly

Agree (3)
	Neutral

(4)
	Total

	< 5
	Amounts
	2
	3
	1
	0
	6

	
	Percentage
	33.3
	50
	16.7
	0
	100

	5 - 10
	Amounts
	7
	12
	4
	0
	23

	
	Percentage
	30.4
	52.2
	17.4
	0
	100

	11 - 15
	Amounts
	9
	20
	7
	0
	36

	
	Percentage
	25
	55.6
	19.4
	0
	100

	16 - 20
	Amounts
	15
	24
	3
	1
	43

	
	Percentage
	34.9
	55.8
	7.0
	2.3
	100

	21 - 25
	Amounts
	19
	28
	3
	0
	50

	
	Percentage
	38
	56
	6
	0
	100

	 > 25
	Amounts
	14
	12
	3
	0
	29

	
	Percentage
	48.3
	41.4
	10.3
	0
	100

	Total
	Amounts
	66
	99
	21
	1
	187

	
	Percentage
	35.3
	52.9
	11.3
	0.5
	100.0


_________________________________________________________________________

__________________________________________________________________________

 Table 17:  Chi-Square Tests between beliefs in use and development of a code of 

ethic   and total work experience of respondent.

	
	Value
	 Df       Asymp. Sig.   Exact Sig.    Exact Sig.    Point

             (2-sided)        (2-sided)      (1-sided)    Probability

	Pearson Chi-Square
	5.621(a)
	 12           .936                  .(b)

	Likelihood Ratio
	5.793
	 12    .      .937  
.941

	Fisher’s Exact Test
	8.285
	
  .872

	Linear-by-Linear Association
	.796(c)
	   1
.341
 .365
.204
       .025

	N of Valid Cases
	
	


      a. 2 cells (50.0%) have expected count less than 5. The minimum expected count is .04.

      b. Cannot be computed because there is insufficient memory

      c. The standardized statistic is .876.

__________________________________________________________________________

Table 18: Relationship between the existence of top-level managers/IS professionals

and enforcement  of  a code of ethics
	Level of position of all respondents’

Agreement
	Top managements/IS professionals existences in enforcing

codes of ethics

	
	Strongly

Agree (1)
	Agree

(2)
	Slightly

Agree (3)
	Neutral

(4)
	Total

	Agree
	Amounts
	100
	70
	1
	0
	171

	
	Percentage
	58.5
	40.9
	0.6
	0
	100

	Donot

Agree
	Amounts
	0
	0
	1
	15
	16

	
	Percentage
	0
	0
	6.3
	93.7
	100

	Total
	Amounts
	100
	70
	2
	15
	187

	
	Percentage
	53.5
	37.4
	1.1
	8.0
	100


__________________________________________________________________________
__________________________________________________________________________

 Table 19:  Chi- Square Test between the enforcement of codes of ethics and the existence 

of top-level managers                

	
	Value
	 Df   Asymp. Sig.   Exact Sig.   Exact Sig.      Point

          (2-sided)      (2-sided)      (1-sided)     Probability

	Pearson Chi-Square
	3.305(a)
	   3      .326              .272

	Likelihood Ratio
	4.093
	   3
  .237
              .271

	Fisher’s Exact Test
	3.283
	
     .270

	Linear-by-Linear Association
	2.350(b)
	   1    .144
               .187
         .064
    .023

	N of Valid Cases
	
	


      a. 2 cells (25.0%) have expected count less than 5. The minimum expected count is .48.

      b. The standardized statistic is -1.592.

__________________________________________________________________________

      Table 20:  Relationship between the existence of humans’ good ethic behavior and 


            enforcement  of  IT and measurement of information security effectiveness

	Level of agreement

of respondents in IT and information security measure effectiveness
	Humans’ good ethic behavior in enforcing of  information security measures effectiveness



	
	Strongly

agree(1)
	Agree

(2)
	Slightly

Agree (3)
	Neutral(4)
	Total

	Agree


	Amounts
	116
	66
	0
	0
	182

	
	Percentage
	63.7
	36.3
	0
	0
	100

	Do not

agree
	Amounts
	0
	0
	1
	4
	5

	
	Percentage
	0
	0
	20
	80
	100

	Total
	Amounts
	116
	66
	1
	4
	187

	
	Percentage
	62.0
	35.3
	0.5
	2.1
	100


__________________________________________________________________________

__________________________________________________________________________

Table 21:  Chi-Square Tests between human ethic behaviors and enforcement of

 information security measure
	
	Value
	 Df   Asymp. Sig.   Exact Sig.     Exact Sig.       Point

          (2-sided)        (2-sided)      (1-sided)     Probability

	Pearson Chi-Square
	6.021(a)
	   9       .736                  .(b)

	Likelihood Ratio
	6.793
	   9       .737                 .741

	Fisher’s Exact Test
	7.285
	
       .672

	Linear-by-Linear Association
	.196(c)
	   1      .641                  .765         .304
    .035

	N of Valid Cases
	192
	


      a. 2 cells (43.8%) have expected count less than 5. The minimum expected count is .06.

      b. Cannot be computed because there is insufficient memory

      c. The standardized statistic is  -.424

_________________________________________________________________________


  Table 22:  Relationship between the agreement of respondents in using ethics as

 measurement of information security effectiveness
	Level of agreement

of respondents
	Using ethics as measurement of information security

                            effectiveness

	
	Strongly

agree(1)
	Agree

(2)
	Slightly

Agree (3)
	Neutral
	Total

	Agree


	Amounts
	100
	76
	3
	1
	180

	
	Percentage
	55.6
	42.2
	1.6
	0.6
	100

	Do not

agree
	Amounts
	0
	0
	2
	5
	7

	
	Percentage
	0
	0
	28.6
	71.4
	100

	Total
	Amounts
	100
	76
	5
	6
	187

	
	Percentage
	53.5
	40.6
	2.7
	3.2
	100


________________________________________________________________________

_______________________________________________________________________


Table 23: Chi-Square Tests between ethics  and enforcement of
                        information security measures

	
	Value
	 Df   Asymp. Sig.  Exact Sig.  Exact Sig.      Point

         (2-sided)        2-sided)      1-sided)    Probability

	Pearson Chi-Square
	10.021(a)
	 6        .106                .052

	Likelihood Ratio
	11.493
	 6
  ..037
         .041

	Fisher’s Exact Test
	14.285
	
        .072

	Linear-by-Linear Association
	5.196(b)
	 1
 .041                .065
           .014
  .005

	N of Valid Cases
	192
	


     a. 2 cells (50.0%) have expected count less than 5. The minimum expected count is .01.

     b. Cannot be computed because there is insufficient memory

     c. The standardized statistic is 2.424

________________________________________________________________________

Table 24:   Relationship between the percentage of respondents in developing code 

of ethic
	Level of agreement

of respondents
	Developing codes of ethics

	
	Strongly

agree(1)
	Agree

(2)
	Slightly

Agree (3)
	Neutral
	Total

	Agree


	Amounts
	147
	40
	0
	0
	187

	
	Percentage
	78.6
	21.4
	0
	0
	100

	Do not

agree
	Amounts
	0
	0
	0
	0
	0

	
	Percentage
	0
	0
	0
	0
	100

	Total
	Amounts
	147
	40
	0
	0
	187

	
	Percentage
	78.6
	21.4
	0
	0
	100


_________________________________________________________________________
__________________________________________________________________________

      Table 25: Chi-Square Tests between perception of respondents  and development 

of   codes of ethics
	
	Value
	 Df   Asymp. Sig.    Exact Sig.    Exact Sig.       Point

         (2-sided)         (2-sided)       (1-sided)    Probability

	Pearson Chi-Square
	7.021(a)
	 12       .806                  .852

	Likelihood Ratio
	7.493
	 12      ..837
     .841

	Fisher’s Exact Test
	8.285
	
         .872

	Linear-by-Linear Association
	.096(b)
	  1        .841                  .865            .414
      .045

	N of Valid Cases
	192
	


     a. 2 cells (55.0%) have expected count less than 5. The minimum expected count is .04.

     b. Cannot be computed because there is insufficient memory.

     c. The standardized statistic is -.174.

__________________________________________________________________________

_________________________________________________________________________

  Figure 1:   Security measures and ethical frame work in this study
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Figure 2: Ethical model under the AITP and ACM codes of ethics (Stair and Reynolds

 2006, 710-711)
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   Figure 3:   Security measures model (O’ Brien and Marakas 2006, 457)

                     Theoretical models of security measures and ethics
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Tools of Security Management (continued)
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            Figure 4:  Ergonomic factors model (O’ Brien and Marakas 2006, 453)
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Health Issues (continued)
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_________________________________________________________________________

      Figure 5:  Security, ethical, and societal model (O’ Brien and Marakas 2006, 436)
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     Figure 6:  Ethical, social, and political issues model (Laudon 2006, 149)
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The ACM Codes of Ethics


IS Professional Responsibilities:





Strive to achieve the highest quality, and effectiveness, in both the process and products.


Acquire and maintain professional competence.


Know and respect existing law pertaining to professional work.


Accept and provide appropriate professional review.


Give comprehensive and thorough evaluations of computer systems and their impacts, including analysis of possible risks.


Honor contracts, agreements, and assigned responsibilities.


Improve public understanding of computing and its consequences.


Access computing and communication resources only when authorized to do so.











The AITP Codes of Ethics


Responsibilities to AITP member:


Obligation to management.


Obligation to fellow AITP members.


Obligation to society.


Obligation to colleges or universities.


Obligation to the employers.


Obligation to countries.
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